Bitdefender.
GravityZone Tl iIZERMMEIR

—— . by \——Il-_ll— a3
5|15 : ZEERVFE
ANBNEEREREH, NIFRHZIERRAPTIRE, MHIGENFRIERIIC2EE, WEEIEEUEREE.
BEERMENFRSERINL. tlZeiEEd0 (SOC) miEal Fr=Rhkik:

- BESEREEELANEE, MIUREEIERN
- ABERR (IoC) RZETX, SHOHTRN. RRTA
- REGEIREMEISAIRIIMOARD, BT RISH NG

Bitdefender =& EMEIR (Operational Threat Intelligence) EAMNX EiABKTIE, TEIEESESIKENEL
1E. REBROTSHRERE, 73 SOC BERMRUBIFTARBRIBII BT LEE D SRS RS, Bl "Bk
KzhBlZeizE (Intelligence-Driven SOC) “

FmEENE

— SIREMERE: KIETEIKS 2+ %im. BRAEM. =, BRNEUSHETEME BE3HERK
4. APT, B, PIEEE. C2 EitiRiE. BaRMESHERS

— FEERLTY, BFFIEHEE: BXEREANEENE. TExik. BEEES™EEITS. MITRE

TTP f3E. #EXIERKESE, SOFRERINERS R,
— ZIEAFT]RA: IF JSON, STIX 2.0, MISP EEXRmiBERIEI, oITLEEEMZETR SIEM/SOAR, TIP siEikeE
BY¥YE, BRtCINEZLES, HONRBERSKEERGIE, SCIER "BER" S8iRtE.
— PUEZBEN . TIEET Web 19 IntelliZone [JFF0 RESTful API SRR iGE), AP ERIESAIENES, 8
IS ERENRS RIEMEVH, SCMOMRIEN, BRBIRESUSUER, IIE SOC IZERe1iER.
— BEtRS: 537 SOAR EERERS, FEMBIRAE. |0C EEEAEK. THREMGESEENEE
{E. BtE& Bitdefender Labs IRAVTEL SHEEFNS, LIRS, SHWEA. SNEITEEREN—KA KB
LiEEE,



EEIN6E

Bitdefender EZERMMMEIRIEREZES N RBLER, NEIKRIETEREER L FIUEE. NERITTICE]

EEEER, MERESZIELSIEE T (SOC) RIEEFRE, BHERG. BBURNAEEE

BEMNENETT, MIRKEIRSEARISIEBMBRIAR.

WFE. LIS

— 2EEMBIRREME: Bitdefender RMMBIREE— M EBESEHNSREIEREFRRZ L, SFER

PRT:
o £IKEE 5 ZRimEN (ERWERMEMN)
o ERESERITHEHERE
o MRS WebEHRBIES
o &M T Sitt EE &Rt il
o SHUENIK, CERTEIERE

XLEHKIRE HEMBE 400 1ZRRINETE,

EEFRNERERMER

Discrete Feeds

MALICIOUS IPs <

THREATS DATABASE

MALICIOUS FILEHASHES

MALICIOUS DOMAINS <

MALICIOUS URLs <

C2 SERVERS

PSHISING
& FRAUD

APTs

Dedicated Feeds

v

RANSOMWARE

MOBILE

£2H Bitdefender Labs Baift oS ATIGIEAME, FBATHAT.

THREATS API

<



— SHE loC 158 FIEARER (1oC) BmRELTXER, #15 SOC RS IRIEEBES M
BR. RSB ESNN:

o WHEHNRESALRHDE (Actor Attribution)

o BEPMFIERBISEEHEDHT (Malware Family)
o BEENHNSFEFHRFTS (Confidence/Severity)
o MITRE ATT&CK SARSHEARMET (TTP)

o BYIAIELKE SIEREIREIRR

o [EiRXE$SHR (Correlated loCs)

25 jone's Workspace New  Import GET IP Reputation Feed & GET wurl= - Contract Testing https:/fapi.ti bitdefends. ® 1 ~ No enviranment N
) + | = P url= B Seve ~
Coliactions
~ Bitdefender Reputation Feed API
N i i i i
GET IP Reputation Feed GET v https://feeds.i nder.com/repL feed_name-=file-rep| n
nts
~  GETyrl=
© Params ®  Authorization ~ Headers (8) Bedy  Scripts  Settings Cookies
“ [2] https:f/api.ti.bitdefender.com/v3/...
Flows Body Cookies Headers (13) Test Results 200 OK 985ms - 4.66KB - G Save Response  see
> Contract Testing
pu
D) > Integration Testing Pretty  Raw  Preview  Visualize  JSON v o & Q
Histary
> Intro to Writing Tests 104
. 2 6": "dlaabdal8ddaasTbd38d135063ad2e8a9£2499722abalTh9c2c69bET068bc300"
= > Mock Data Generatian
ar
> Performance Testing 4 B
5
> Regression Testing o
7
a
9
1@
11
12
13
14
15
16 "TTL": 94603008
17 1
15 %
19 "sha256": "dchbbdd25aacl778c2e1dd16233a1917d0b029da5411073ed2ded035¢c2577306"
20 . "16082d6f1c2alae5ch80579a£d3447a7",
21 hal': "122104f4c1fa0Bff9dcalf2fdadf12183acthaTd",
22 file format": "
23 “file_size':
24
25 :
26 "file_names": [
27 ‘pasted_dll.d11"
ED (@ Online Q) Find and replace & Console [ Runner & Start Proxy & Cookies (D Vault [ij Trash [ &

— IntelliZone: #—{BIRIIF: IntelliZone & Bitdefender 12 EERIMNBIREIEY S, FE) SOC
INE— IR AR EF EEEEER S EEREMER:

o ATk, 3B RYE), RUANSEELEEEIAITIEE O
o BRS5SURE I0C (URL/IP/IG#H/EEE)

o BEREENMTASH. TEABHITELR

o SERFTF/HEEG, RFHBRIREGER

o IFSREREFaEER X LSS



[ ] ® (@ operational Dashboard - Int=. X+

< c 25 intellizone.bitdefender.com/fen/dashboard Bp a % @
Bitdefender.
Intelliz .
netieane Operational Dashboard sare
Time span
Targeted countries - Targeted industries - Actor - Actor's country of origin - 1 week d

Operational Dashboard
Reset filters

Threat Search

Preview Feeds Top actors by threat count Latest threats Latest indicators by prevalence
alty Spider = 549 BDlyyf6bf phishing 50 maxcare-meds.com Low
Snowglot 11 341 BDbxqowryk phishing 50 topmarket.la Minimal
Companies Gold Evergreen = 228 BDeusvhd scam 80 oneluanapradorb.com Minimal
APT2! - 123 BDj9vjal73 scam 60 doctanexo.oneluanapradorb.com Minimal
Licensing Ematet Groug || ns BDuSaintje scam 60 6led377eB5d386a8dfeebbBE4bABS.
us Grou| E 102 BDzoe3hcug scam 60 422bdb7b1334bb4524561f872891b49f Minimal
Help & Support = 65 BD3kr scam 60 a2ac3165ece29591397f98334618d10d9
) = 5 BDyd7peftz scam 60 2d6e645ad003a4a00d737d0f69839. Minimal
Smoky Spider 48 BD78lj0dy]j scam &0 3440e385876358799390e8d9330fcc... Minimal
OceanLotus 39 BDzSwibr2t scam 60 duncic

S Parker Cp China

Most active malware families

() Logout

ursniff ewito

— SERSHRAME:

YiEE AR Bitdefender JSON, STIX 2.0, MISP

o
o IR{H Threats API. Actors APl EirfEEO

o DIEFERL: Splunk., QRadar. Anomali, ThreatConnect EEiR¥EE
o FIZ5& SOAR SLIUBMN Eat: BaiidzEIP, SEAR. BIUERES



RN https://www.bitdefender-cn.com/free-trial.html

BEZREBiE: 4000-132-568
BXZEMBFE: sales@bitdefender-cn.com

XFBitdefender

Bitdefender REIMSTHIMNELZENE], RIFEIK 5 2ERE, BE 170 SMER. ERERAHEIKNET
220+ NEVERFRA, REEFSITIIAR.

= = S 5 1)



https://www.bitdefender-cn.com/free-trial.html

